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K8 US Export Controls
Targeting Civil/Militar
Fusion




Amended Military End-use/User (MEU) Rules

m  Amendment to the MEU rules in the Export Administration Regulations (EAR) Part 744.21 became
effective June 29, 2020

m  Existing rule prohibited exports, reexports and (in-country) transfers of (i) items subject to the EAR

that (ii) are listed in Supplement No. 2 to Part 744 of the EAR for (iii) "military end uses" in China or
for "military end uses" or "military end users" in Russia or Venezuela

m  The new rule broadens the scope of the military end-use/user rule by:
m Including exports, reexports, transfer to "military end users" in China

m  Adding items to Supp. No. 2 in the categories of materials processing, electronics,
telecommunications, information security, sensors and lasers, and propulsion (including items
that are commercially widely available and are not inherently sensitive)

m  Expanding the definition of "military end use" from covering items for the "use," "development,”
or "production” of military items to also include any item that supports or contributes to the
operation, installation, maintenance, repair, overhaul, refurbishing, "development" or
“production” of military items



Amended Military End-use/User Rules

m  Definition of "military end user" has not changed but remains very broad to include any person or
entity whose actions or functions are intended to support "military end uses"

m License policy of presumption of denial

m  BIS Guidance issued on June 26, 2020 confirming broad scope of MEU restrictions



Electronic Export Information (EEI) Filing Changes

m  EEI filings related to exports of items on CCL to China, Russia, or Venezuela required regardless of
the value of shipment, unless the shipment is eligible for license exception GOV

m  Not applicable to EAR99 items, but not limited to Supp 2 to Part 744 items.
m  Certain shipments under $2,500 no longer exempt

m  Filings must identify the ECCN regardless of the reasons for control
m |tems controlled only for AT reasons no longer exempt

m  This triggers filing requirement for more exports

m  Gives US government more visibility into the categories of technologies exported



National Security License Review Policy —
October 29, 2020

m  All applications for China, Russia and Venezuela, reviewed for potential for diversion to military end
use/user

m  Presumption of approval for civil end use/users; presumption of denial where item would make material
contribution to development, production, maintenance, repair or operation of weapons systems,
subsystems and assemblies

m  Multifactor test to make these determinations



Additional EAR Civil/Military Fusion Developments
ClV and APR

m License Exception CIV removed effective June 29, 2020 (Final rule)
m  Was for NS-controlled items to civilian end users and end uses in D:1 countries
m Impact beyond China, e.g. Russia, Iraq, Afghanistan, Vietham, etc.
m Impact on deemed export license requirements
m Licenses subject to case-by-case review
m  Proposed Rule to Modify License Exception APR

m To remove provisions authorizing reexports of NS-controlled items to countries in Country Group
D:1

m  Would force non-US companies reexporting from A:1 countries or Hong Kong to D:1 countries to
obtain US reexport licenses in addition to local licenses due to concerns over different licensing
stance for civilian/military fusion destinations

m Increase scrutiny



W3 Huawei and Foreign Direct
Product Rule




Huawel Export Control Developments

» Authorization re standard-setting organizations (June 15)

= Temporary General License (TGL) extended but eventually removed
Authorizations (August 19)

» Preserved the TGL's cybersecurity research and vulnerability disclosure
authorization via new footnote 2 to the Entity List

Additions to the On August 17, 38 more Huawei entities added to the Entity List for a total of
Entity List more than 150 entities

= First expanded in May 2020, further expanded on August 17
= No longer dependent upon “Huawei-design”

Expanded jurisdiction

(Foreign-Produced _ Ftore _ i
Direct Product Rule) Broader universe of "foreign-produced items

= Broader circumstances subject to "knowledge" requirement




Updated Huawei Foreign Direct Product Rule

incorporated

L of C;ertain* into ‘Z:: produced,
Technology or Software ;
Subjggt t0 EAR OR purchased, or Huawe

o i component listed
Effective August 17, 2020 used ordered entity**

production or OR ;
"knowledge"  development : y
+ that Ofp equipment

Prohibited
without

BIS
license

that itself is Direct Product
of Certain* US-Origin
Technology or Software
Subject to EAR

(whether plant or major
component of plant is made
in or outside of US)

Effective September 14,
2020

Huawei listed entity** is purchaser, intermediate consignee,

ultimate consignee, or end user in "any" transaction
involving foreign-produced item

*3D001, 3D991, 3E001, 3E002, 3E003, 3E991, 4D001, 4D993, 4D994, 4E001, 4E992, 4E993, 5D001, 5D991, 5E001, or 5E991
**As of August 17, 2020, 153 Huawei entities listed on Entity List.



I} US Entity List
Developments




“Clarification” of Entity List Prohibitions

“A party to”

EAR 744.16(a):

You may not, without a license from BIS, export,
reexport, or transfer (in-country) any items included
in the License Requirement column of an entity's
entry on the Entity List (supplement No. 4 to this
part) when that entity is a party to a transaction as
described in 8748.5(c) through (f) of the EAR [=
purchaser, intermediate consignee, ultimate
consignee, end-user’]

Contrast with Huawei Footnote 1:

(2) Any entity with a footnote 1 designation in the
license requirement column of this supplement is a
party to any transaction involving the foreign-
produced item, e.g., as a “purchaser,” “intermediate
consignee,” “

ultimate consignee,” or “end-user.”

Acting as freight forwarder (“intermediate
consignee”)?

Acting as managed service provider?
Impact on trade financing?



Recent Entity List Designations

o June 27, 2019 o Oct 9, 2019 o

5 Chinese entities
associated with
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9 Chinese entities
added for human
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1 in Xinjiang (inc.
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o June 5, 2020 o Aug 17, 2020

9 Chinese entities
for human rights
abuses/
surveillance in
XUAR (inc.
FiberHome)

38 more Huawei
entities added

46 more Huawei
affiliates added

Dahua, Hikvision,
+26 other Chinese
entities added for
human rights
repression

24 military entities*
located in China,
Hong Kong, and
Cayman Island
added

11 Chinese entities
in XUAR for
human
rights/forced
labor (CBP
WROs)

24 SOEs linked to
CCCC and South
China Seas

O Aug 19, 2019 O Oct 14, 2019 O June 5, 2020 o July 22, 2020 o Aug 26, 2020
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Hong Kong: US Export Control Developments

July 14, 2020: Executive
Order 13936 "The President's
Executive Order on Hong Kong
Normalization"

m Suspension or elimination of
special and preferential treatment
for Hong Kong

m Requirement to treat as part of
PRC under AECA

m Authorization for Specially
Designated National (SDN)
designations

July 15, 2020: DDTC guidance
confirming that Hong Kong is
now considered to be included
in the entry for China under
ITAR section 126.1(d)(1)

m Policy of denial for transfers of
ITAR items to Hong Kong

&

July 31, 2020: EAR
amendment effecting the
suspension of all license

exceptions for Hong Kong that
provide differential treatment
relative to mainland China
(announced June 30)



Hong Kong (cont.)

EAR Licensing and Licensing Review Implications

m  Which licensing requirements apply?
m  No change to Commerce Country Chart (Reasons for Control)
m  Still in Group B and now D:5 per FN1 to Country Groups
m  EAR License Exceptions?
m  On apar with PRC
m  Affects: LVS, GBS, TSR, APP, GOV, TSU, APR*, and STA

m License Exception ENC eligibility — no change needed; Hong
Kong was already a non-Supp 3 country

m  Part 744.21 Military end-user and end use rules/New NS review for
weapons capability?

m  Not applicable to Hong Kong*




B ECRA: Emerging and
Foundational Technologies




Emerging Technologies
Where we are

Section 1758 of the Export Control Reform Act of 2018 (ECRA)

Rulemaking process initiated in 2018; 14 categories of technology identified; more than 230 comments
received

3. January 6, 2020 - Al technology used for geospatial analysis controlled under ECCN 0D521 based on
existing pre-ECRA authorities

4. June 17, 2020 - Emerging technologies identified:
= ECCN 1C350 - 24 precursor chemicals for chemical weapons
= ECCN 1C351 - MERS-related coronavirus
= ECCN 2B352 - single-use cultivation chambers with rigid walls
5. October 5, 2020 — Six “emerging technologies” controls from WA 2019 Plenary Agreements
= ECCN 3D003 — EDA or computational lithography software developed for EUV masks

6. November 6, 2020 — Proposed rule to control software (ECCN 2D352) capable of being used to operate
certain nucleic acid assemblers and synthesizers and related development technology (ECCN 2E001)



Foundational Technologies

Advance notice of proposed rulemaking

1. Section 1758 of the ECRA
2. Includes not only "technology" but also "commodities" and "software"
3. Could include:

» |tems currently subject to military end-use/user controls under Supp. No. 2 to Part 744, such as

semiconductor manufacturing equipment and associate software tools, lasers, sensors, underwater
systems

= [tems currently classified under AT controls or as EAR99 but being utilized or required for innovation in

developing conventional weapons, enabling foreign intelligence collection activities, or weapons of
mass destruction applications

5. BIS sought public comments until November 9, 2020
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Iran: US Overview

Comprehensive embargo prohibiting virtually all transactions by US persons (including
entities owned or controlled by US persons for purposes of US sanctions targeting Iran)
related to Iran

Certain transactions authorized under general licenses. Where licensed, activities
"ordinarily incident" also authorized

The P5+1 and Iran entered into the Joint Comprehensive Plan of Action (JCPOA)
regarding lran's nuclear program in July 2015, which was implemented in 2016. As a result
of the JCPOA, the EU relaxed almost all of its sanctions on Iran. The US maintained most
of its sanctions on US person dealings with Iran, but relaxed "secondary sanctions”
measures that affected non-US parties, and authorized non-US subsidiaries of US
companies under GL H



Iran: US secondary sanctions

On 8 May 2018, the Trump administration announced the withdrawal of the US
government from the JCPOA

Since the US' withdrawal from the Iran nuclear deal, US sanctions targeting Iran have
primarily focused on secondary sanctions, i.e., increased pressure on non-US parties not
to engage in "sanctionable activity" with Iran. These have primarily consisted of

Targeting Iran's metal sector (copper, aluminum, steel)
Targeting Iran's construction, mining, manufacturing and textiles sectors
Targeting transactions involving the IRGC

Targeting transactions involving the lranian oil sector, including those parties shipping
to and from Iran

21 September 2020 — US "reimposed" UN sanctions on Iran

8 October 2020 — Additional Iranian financial sector secondary sanctions as of
22 November 2020

Possible changes under Biden administration



Russia/Crimea sanctions: US overview

Restricted party
controls (SDNs)

Sectoral
sanctions (SSILs)

Export/product
controls

SDNs: blocked and prohibited as to US persons
On OFAC List or 50% or more owned by one or more SDNs inaggregate
(ownership test)

Not blocked; targeted restrictions on US persons under four OFAC directives
Finance: new debt/new equity, e.g., VEB, Gazprombank, VTB, Sberbank
Energy: new debt or Russian oil industry end uses, e.g., Rosneft, Lukaoil,
Gazprom Neft, Gazprom

Defense: new debt, e.g., Rostec

Russian Entity List parties (including Yuzhno-Kirinskoye Field, GGE, FSB)
Russian oil industry end uses — certain ECCNs and listed oil and gas items
Military end-user/end-use controls — specific items (e.g., telecoms)

Denial policy; "high technology" items

Virtually complete embargo

Applies to US person dealings

Export ban (minor exceptions) for exports/reexports by anyone of US
origin/content items



Russia sanctions: Updates

m The Countering America's Adversaries Through Sanctions Act (CAATSA) was signed into
law in August 2017 and introduced new Russia-related sanctions

m Secondary sanctions on parties (US and/or non-US, depending on the provision) engaging
in activities that include:

m Investments in "special Russian crude oil projects”

m Sanctions on parties engaging in "significant transactions" with the Russian
intelligence or defense sectors

m Sanctions related to Russian energy export pipelines under CAATSA Section 232

m  Most recent clarification from the State Department that this includes
Nord Stream and Turk Stream projects

m PEESA Clarification Act
m  Sanctions related to investments in the privatization of Russia's state-owned assets



Cuba: Overview

Embargo remains in place; limited relaxation under the Obama administration has been
rolled back by President Trump's 2017 National Security Presidential Memorandum

Applies directly to US persons and US-owned or controlled entities
(e.g., foreign subsidiaries of US companies)

Applies to dealings with persons in Cuba, the Cuban government and its owned/controlled
entities, and Cuban nationals

Strict restrictions on doing business with the Cuban government, "prohibited officials" and
"prohibited members" of the Cuban Communist Party, Cuba Restricted List parties

Limited exceptions in support of the Cuban people

Ban on exports/reexports to Cuba by any person of US origin items or items with >10%
US content from anywhere, including EAR99 items

Import ban on Cuban goods into the US

Recent rise in civil claims under Title Il of Helms-Burton Act for "trafficking" in property
expropriated by the Cuban government



Cuba: Updates

m Steady stream of tightened sanctions

m Cuba Prohibited Accommodations List

m  Removal of general licenses
m Professional meetings and conferences
m Public performances, clinics, workshops, competitions, exhibitions
m Importation of Cuban-origin alcohol and tobacco

m Restrictions on remittances



Venezuela sanctions: Overview

m US sanctions targeting Venezuela do not consist of a territory-wide ban
m Rather, they are targeted at:

m The government of Venezuela (broadly defined to include entities owned/controlled by
the government of Venezuela)

m Specially Designated Nationals and Entities owned/controlled by one or more SDNs



Venezuela sanctions: US updates

m  Trump administration has taken a hardened stance against Venezuela and imposed
increased restrictions under US sanctions and export controls, as follows:

m Increased risk of US secondary sanctions on parties transacting with
government/SDNSs, especially transactions contributing to the oil sector

m Increased licensing requirements for US items exported/reexported to military end
users/for military end uses

m Effect of Venezuela's Anti-Blocking Law



China: Increased use of sanctions tools

m  Most restrictions regarding China are targeted at exports/reexports of US items (e.g., Entity List,
military)

m Increased US sanctions on those parties engaged in, what the US government views as,
humanitarian violations in Xinjiang, China

m  Uyghur Human Rights Policy Act of 2020
m  Advisory on Supply Chain Risks in Xinjiang
m Investment restrictions on Chinese military companies (Executive Order 13959)

m US persons prohibited, as of January 11, 2021, from engaging in any transaction in publicly
traded securities and derivatives of 31 listed “Communist Chinese military companies”

m  More companies could be listed and, if so, same prohibitions apply 60 days after such listing



Hong Kong sanctions actions

m 17 July 2020 — Executive Order 13936

m Certain Hong Kong officials listed as SDNs

m Secondary (blocking) sanctions authorized for material support
m  Hong Kong Autonomy Act

m Authorizes sanctions on foreign persons materially contributing to undermining Hong
Kong's autonomy, and foreign financial institutions knowingly conducting significant
transactions with such foreign persons

m 10 Hong Kong officials (already listed as SDNSs) listed as such foreign persons

m List of foreign financial institutions due in mid-December






