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Introduction

* Reemergence of a world with borders

* Checks on movement of goods, technology, and capital
* U.S./ China strategic competition

* War in Ukraine / Western sanctions against Russia

* Trends towards regionalization / localization

* Trends towards formation of blocs

* Geopolitical trends driving policy changes:

o Export controls
o Sanctions
o Foreign investment reviews

o Supply chain security
o Industrial policy
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Geopolitical State of Play

Return of great power competition and blocs

Breakdown of globalized world order, based on:
* National security concerns
* Domestic politics
Catalyzing events:
* Pandemic / supply chain vulnerabilities
e Russia’s invasion of Ukraine
U.S.-China competition at center stage
* EU et al. recalibrating relationship with China

* U.S. reshaping alliances / partnerships
* Chinese countermeasures

Reshoring / “friendshoring”

Hyperfocus on technology security:

* Limiting flow of key tech to “countries of concern”
* Semiconductors, Al, quantum
* Limiting flow of key tech from such countries

* Threats to critical infrastructure / personal data BLAN KROM E
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U.S. Export Administration Regulations: Overview
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%aort Administration Regulations (EAR): 15 C.F.R. Parts 730-

Administered by Bureau of Industry and Security (BIS) at the
U.S. Department of Commerce (www.bis.doc.gov)

Emerging as a top national security tool

Related to sanctions, but different

Focus on “dual use” items

Control the flow of sensitive goods, software, and technology
U.S. export controls directed at Russia, China, etc.
“Diversion” is a significant area of focus for governments
E.g., diversion of controlled goods to Russia

U.S., other “G7” countries very focused on this
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What Types of Items are Covered?

e Commodities

* Products
 Hardware

e Software

* Object code
* Source code

* Technology

* Technical data (drawings, blueprints, text)
* Technical assistance
* Know-how
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What Items Are “Subject to” the EAR?

* Any items located in the U.S.
* U.S.-origin items, wherever located

* Non-U.S. items containing more
than a “de minimis” amount of
controlled U.S. content

* Non-U.S. items that are the “direct
product” of certain U.S. technology
or software (or of a plant based on
U.S. technology or software)
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How Are License Requirements Established?

* License requirements are based on:

* Export classification
* Destination
* End use
* End user
* License exceptions may apply:

* Authorizations written into the
rules

* Can use for exports/reexports if
conditions are met
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Export Classification

 Commerce Control List (CCL)
* Describes items subject to stricter controls

* Divided into categories, e.g., nuclear, electronics, telecom, information security,
aviation, etc.

* Further divided into product groups, e.g., equipment
* Each item on the CCL has an Export Control Classification Number (ECCN)

e EAR99 items

* Least controlled items

* Generally can be exported without a license (except for embargoed countries or
prohibited end users/end uses)
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Export Classification

Commerce Control List Five Product Groups
Categories
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Destination Restrictions

Each ECCN is tied to reasons for control.

* Examples are antiterrorism, national security,
nonproliferation, regional stability

Each reason for control is tied to specific destination

restrictions.
* Set outin the “Country Chart”

R
=
=
=
\
7
7

Additional EAR-based embargoes may apply.

* Examples are Belarus, Cuba, Iran, North Korea,
Russia, Syria, and Crimea

BLANKROME

10

© 2024 BLANK ROME LLP. ALL RIGHTS RESERVED. PLEASE CONTACT BLANK ROME FOR PERMISSION TO REUSE.



End Use and End User Controls
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Additional controls apply based on end use and end
user

e Controls related to non-proliferation of weapons
of mass destruction

* Restrictions on certain chemical/biological,
nuclear and missile end uses/users

e Belarus, Burma, Cambodia, China, Nicaragua,
Russia, Venezuela — restrictions on certain
products to military end uses/users

Activities of US persons related to WMDs, missiles,
etc.

Semiconductor-related restrictions
Restricted Party Lists

* Entity List, Denied Parties List, SDN List, others
Assess Red Flags (End Use/User; Diversion)

BLANKROME
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Penalties

“Strict liability”
Civil penalties— up to the greater of:

* ~$365,000 per violation
e Twice the value of the transaction
Criminal penalties— up to:

% | * $1 million per violation
| (); * 20 years in prison
5-year statute of limitations
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Russia-Related Export Controls

o Export licensing requirements:
o CCL-listed items
o Industrial items
o Qil and gas equipment
o Luxury goods

o Chemicals
o Expanded “direct product” rule

o Designations of Russian companies on Entity List and Denied
Persons List
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China-Related Export Control Developments

* Significant focus of U.S.-China
geopolitical issues

* Major Chinese companies designated
on Entity List, i.e., Huawei, DJI, SMIC

* October 2022, October 2023, April
2024— semiconductor export controls

* Focus on “advance node” chips,
semiconductor manufacturing
equipment, and supercomputers

* Certain emerging technologies
controlled
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EU Export Controls: Overview / Jurisdiction

* EU Dual-Use Regulation (Regulation (EU) 2021/821 as amended)
* Mainly focused on the export out of the EU of listed dual-use items
* Intra-Union transfers of more sensitive items (Annex 1V)

* Other restrictions apply where competent member state authority informs
party that items are for certain WMD / military end uses:
e Exports of unlisted items
* Brokering of listed items
* Transit of listed items
» Technical assistance for listed items

* Exports of cyber surveillance items for internal repression
* Possible further restrictions for public security / human rights
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EU Export Controls: Differences from U.S. Controls

* U.S. and EU apply same baseline multilateral lists
* But U.S. export controls are much broader than EU controls
* Key differences:

* U.S. control list is much longer (unilateral controls)

e Controls over U.S.-origin items around the world (reexports)

* Application to items made outside U.S. (“de minimis” and “FDPR” rules)
* U.S. person controls

* “Deemed export” rule— releases of technology to foreign individuals

* Only Chinese export controls approach the scope of U.S. controls

BLANKROME
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EU Sanctions / Russia

* Quite extensive financial / trade restrictions
 Various lists of restricted items (beyond dual-use items)
* Broader than U.S. sanctions in some ways

 Jurisdiction:

* Within EU territory

* On board aircraft / vessels under member state jurisdiction

* EU member state nationals, wherever located

* EU member state-incorporated entities

. Gny Ie’gal person “in respect of any business done in whole or in part within the
nion

 Subsidiaries: EU parents must undertake “best efforts” to make sure that
that subsidiaries do not “undermine” EU sanctions
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Diversion Risk: Overview

* Diversion: Sending controlled item:
* From where it is authorized to be

* To a destination where it is restricted for export

* E.g., exporting controlled item from United
States to Thailand; Thai company then re-
exports it to Russia

* Governmental authorities are very focused on GERMANY

. JAPAN '
this UNITED KINGDON
UNITED STATES

* United States: “Disruptive Technology Strike
Force”

e G7 countries focused on combating diversion

BLANKROME

© 2024 BLANK ROME LLP. ALL RIGHTS RESERVED. PLEASE CONTACT BLANK ROME FOR PERMISSION TO REUSE. 18



Diversion Risk: Common High Priority List

* Dozens of items, identified by six-digit HTS, which
Russia seeks to procure for war effort

* High diversion risk
* |tems:

* Integrated circuits

* Electronics and related components and test
and production equipment

* Mechanical components
* Machine tools

* BIS strongly encourages enhanced counterparty
screening

e EU sanctions requirements for CHPL exports out of
EU
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Diversion Risk: Common High Priority List

Common High Priority Items List

The CHPL is divided into four tiers.

Tier 1: Items of the highest concern due to their critical role in the production of advanced Russian precision-guided weapons systems,
Russia’s lack of domestic production, and limited global manufacturers.

Tier 2: Additional electronics items for which Russia may have some domestic production capability but a preference to source from the United
States and its partners and allies.

Tier 3.A: Further electronic components used in Russian weapons systems, with a broader range of suppliers.
Tier 3.B: Mechanical and other components utilized in Russian weapons systems.
Tier 4.A: Manufacturing, production and quality testing equipment for electric components, circuit boards and modules.

Tier 4.B: Computer Numerically Controlled (CNC) machine tools and components.
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Diversion Risk: Common High Priority List

TIER 1

HS Code

8542.31

8542.32
8542.33
8§542.39

TIER 2
HS Code

8§517.62

8§526.91

8532.21
8§532.24

§548.00
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HS Description and Representative Part

Electronic integrated circuits: Processors and controllers, whether or not combined with
memories, convertors, logic circuits, amplifiers, clock and timing circuits, or other
circuits

Electronic integrated circuits: Memories

Electronic integrated circuits: Amplifiers

Electronic integrated circuits

HS Description and Representative Part

Machines for the reception, conversion and transmission or regeneration of voice,

images, or other data, including switching and routing apparatus

Radar apparatus, radio navigational aid apparatus and radio remote control apparatus:

Radio navigational aid apparatus
Other fixed capacitors: Tantalum capacitors
Other fixed capacitors: Ceramic dielectric, multilayer

Electrical parts of machinery or apparatus, not specified or included elsewhere in chapter
85

BLANKROME
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Common Diversion Challenges

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Particular challenges for companies in
countries that are “neutral” / do not take
sides on export controls

Much of Asia and the Middle East

Exports of electronics and industrial items
to Russia

Exports of Al chips / chipmaking
equipment to China

“Straw” buyers, shell companies

Parties trying to obtain goods on behalf of
restricted parties

BLANKROME
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BIS Guidance on Diversion

* Guidance published in July 2024: Guidance-for-
Complying-with-BIS-Letters-ldentifying-
Transaction-Parties-of-Diversion-Risk v8.pdf

* “Supplier list” letters informing companies of
diversion parties

* Screening against “Trade Integrity Project”
website for CHPL exports

* “Project Guardian” requests

* “Red flag” letters

* “Is informed” letters

BLANKROME
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https://www.bis.gov/sites/default/files/files/Guidance-for-Complying-with-BIS-Letters-Identifying-Transaction-Parties-of-Diversion-Risk_v8.pdf
https://www.bis.gov/sites/default/files/files/Guidance-for-Complying-with-BIS-Letters-Identifying-Transaction-Parties-of-Diversion-Risk_v8.pdf
https://www.bis.gov/sites/default/files/files/Guidance-for-Complying-with-BIS-Letters-Identifying-Transaction-Parties-of-Diversion-Risk_v8.pdf

Other Noteworthy U.S. Government Guidance

 March 2023 “Tri-Seal” note: BIS, OFAC, DOJ
* https://www.bis.doc.gov/index.php/documents/enforcement/3240-tri-seal-
compliance-note/file

* Focuses on third-party intermediaries involved in assisting evasion of Russia-
related sanctions and export controls

 March 2024 “Tri-Seal” note: BIS, OFAC, DOJ

* https://ofac.treasury.gov/media/932746/download?inline

* Obligations of non-U.S. persons to comply with U.S. export controls and
sanctions

BLANKROME
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EU Requirements / Diversion

* EU sanctions prohibit “circumvention”
* Requirements for exports of high priority list items:

* “Do not sell to Russia” clause— contractually prohibit reexport to Russia

* |IP agreement restrictions— prohibit use of licensed IP in connection with high priority
items for supply to Russia

* Conduct risk assessment regarding diversion risk
* Implement proportionate policies / procedures to address diversion risk

* EU guidance on circumvention: https://finance.ec.europa.eu/system/files/2023-
12/guidance-eu-operators-russia-sanctions-circumvention en.pdf

* Inspectorate of Strategic Products (ISP), the Swedish Security Service, Customs Authority
and National Board of Trade Sweden have issued a Swedish version of the EU guidance:
https://isp.se/media/in2ltyd1/eu-kommissionens-vagledning-sanktioner-ryssland-

svensk-version.pdf
BLANKROME
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https://finance.ec.europa.eu/system/files/2023-12/guidance-eu-operators-russia-sanctions-circumvention_en.pdf
https://finance.ec.europa.eu/system/files/2023-12/guidance-eu-operators-russia-sanctions-circumvention_en.pdf
https://isp.se/media/in2ltyd1/eu-kommissionens-vagledning-sanktioner-ryssland-svensk-version.pdf
https://isp.se/media/in2ltyd1/eu-kommissionens-vagledning-sanktioner-ryssland-svensk-version.pdf

Consequences of Diversion

* Potentially severe civil and monetary
penalties

e Designation on sanctions list or restricted
export list:

* Asset freeze
* Cut off from U.S. market
* Cut off from U.S. suppliers / U.S. goods

* Financial institutions can lose U.S.
correspondent banking

* Reputational damage

BLANKROME
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Diversion / Enforcement Risk

* Top area of focus for enforcement authorities

* Extensive public comments by officials regarding diversion concerns
* Media reports / investigations regarding diversion

* U.S. Disruptive Technology Strike Force

* Frequent designations on U.S. sanctions and export control lists based
on diversion activity

* Incoming Trump Administration may increase emphasis on China-
related enforcement (which is already fairly high)

BLANKROME
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Diversion Risk: Example

* Example—export of a high-priority list item to the UAE:
* Customer is not on sanctions list
* Customer agrees to “do not sell to Russia” clause
* But customer is a newly formed entity without much history / web presence
 Reluctant to share information regarding ownership / control
* |Indication that at least one major shareholder is Russian

* What do you do?
* Consider risk-based approach

BLANKROME
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Compliance tips

* Implement / maintain compliance program
* Policy and procedures

* Screening of counterparties against restricted
lists

* Consider other screening, e.g., Trade Integrity
Project

* Special care / consideration for Common High
Priority List items

* Contractual terms and conditions regarding
trade compliance

* Be aware of extraterritorial reach of EAR

BLANKROME

© 2024 BLANK ROME LLP. ALL RIGHTS RESERVED. PLEASE CONTACT BLANK ROME FOR PERMISSION TO REUSE. 29



Identifying red flags

* The customer or its address is similar to one of the parties found on the Commerce
Department's [BIS'] list of denied persons.

* The customer or purchasing agent is reluctant to offer information about the end-
use of the item.

* The product's capabilities do not fit the buyer's line of business, such as an order
for sophisticated computers for a small bakery.

* The item ordered is incompatible with the technical level of the country to which it
is being shipped, such as semiconductor manufacturing equipment being shipped
to a country that has no electronics industry.

* The customer is willing to pay cash for a very expensive item when the terms of
sale would normally call for financing.

* The customer has little or no business background.
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Identifying red flags, cont’d

* The customer is unfamiliar with the product's performance characteristics but still
wants the product.

* Routine installation, training, or maintenance services are declined by the
customer.

* Delivery dates are vague, or deliveries are planned for out of the way destinations.
* A freight forwarding firm is listed as the product's final destination.

* The shipping route is abnormal for the product and destination.

* Packaging is inconsistent with the stated method of shipment or destination.

* When questioned, the buyer is evasive and especially unclear about whether the
purchased product is for domestic use, for export, or for reexport.
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Conclusion
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Speaker Biography

Anthony Rapa is co-chair of Blank Rome’s International Trade practice group.
A dual U.S./UK-qualified practitioner, he counsels companies, private equity
sponsors, and financial institutions regarding cross-border trade, operations,
and investments, drawing from on-the-ground experience spanning four
continents.

Anthony is a trusted adviser to clients on matters involving economic
sanctions, export controls, and investment screening involving the Committee
on Foreign Investment in the United States (“CFIUS”). Global Investigations
Review and Who’s Who Legal have recognized him as a leading practitioner,

Anthony Rapa and he is a former member of the Law360 International Trade Editorial
Partner Advisory Board

Washington, D.C. Y .

+1.202.420.2683 Anthony has advised clients across a broad range of industries, including

anthony.rapa@blankrome.com

aerospace and defense, manufacturing, automotive, aviation and aviation-
adjacent, technology/software, semiconductors, emerging technologies,
telecommunications, financial, freight forwarding and logistics, and energy.
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and sanctions administered by the U.S. Department of the Treasury, Office of
Foreign Assets Control, U.S. Department of Commerce, and U.S. Department
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the U.S. Department of Commerce and the International Trade Commission.
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businesses by foreign persons, U.S. customs laws and regulations, U.S. anti-

, boycott regulation, and U.S. government rules and regulations on
Senior Counsel .
Washington, D.C. procurement from foreign sources.

+1.202.420.2658 Alan speaks Chinese (Mandarin) and Russian.
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